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Abstract
Authentication using smart card is a mechanism to verify the legitimacy of the user over insecure
communication. Recently, Chen et al. figured out some weaknesses in previously published schemes,
they proposed a robust smart card based remote user password authentication scheme. They claimed
that,their scheme is efficient and can ensure the session key forward secrecy. We analyzed their
scheme, we found that, it cannot detect incorrect password within login phase. Furthermore, the user
required to communicate with the server to change or update his/her password. Besides, it cannot
securely forward the secrecy. In this paper, we propose a scheme to overcome the aforesaid
weaknesses and produce an enhanced authentication scheme based remote user password using smart
card. We use a TRPT (Temporary Registration Password Technique) within registration phase to
secure user's password. Our proposed scheme can resist various malicious attacks, achieve mutual
authentication, user can choose and change his/her password freely without need to communicates
with the server, securely forward secrecy, and the login password never been exposed or transferred
over channel. We show that, our proposed scheme achieved the goal, and it is more legible to practical
use compared to the other related schemes.
Keywords: Authentication, Smart Card, Password, Temporary Password, key agreement, Security,
Remote access
1. Introduction
Internet technology and online services become very important as human daily life needs. Online
services such as online shopping, internet banking, online gaming, e-learning, e-health, etc, these
services make human life more convenient. At the same time accessing these online services over
insecure environments is a subject of security and privacy risks. Thus, Authentication protocols are
deployed to verify the legitimacy of the remote user and ensure trustworthy of the communication.
Authentication factors generally categorized as: (1). Something you know, like password. (2).
Something you possess, like smart card. (3). Something you are, like finger print, iris scan, and voice
print, etc.The major difficulties is to address the vast possibilities of an Adv. to gain information and
compromising the services.In general, a strong authentication scheme using smart card based password
should encompasses the security requirements and withstand a wide spectrum of attacks such as
forgery attacks, password guessing attacks, replay attacks, parallel session attacks, impersonation
attacks, etc. Whereas, the functional requirement of authentication scheme listed as:(1). Friendly
change password, so the user can freely changes his/her password without need to communicate with
the server; (2). Mutual authentication between both user and sever sides to verify the legality of each
other; (3). Share a session key between the user and the server to ensure the secret communication; (4).
User identity and password does not need to be stored in verification table, or embedded into the smart
card; (5). Detect unauthorized access attempt at login phase.
In 1981, Lamport proposed well-known password based remote user authentication over insecure
communication. Then, many researchers adopted the smart card in their schemes [2–10].
In 2009, Xu et al. [11] proposed two factors smart card based password scheme. They claimed that
their scheme can withstand attacks while the content stored in the smart card is disclosed. However, in
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2010 Sood et al. [12] pointed out that, the scheme of Xu et al. is vulnerable to offline password
guessing and forgery attacks. Sood et al. summarized that, a good password based authentication
scheme should protect the users from attacks such as (1) forgery attacks;(2) malicious user attacks; (3)
stolen smart card attacks; (4) offline dictionary attacks; (5) denial of service attacks;(6) Replay attacks;
(7) server spoofing attacks; (8) leak of verifier attacks; (9) online dictionary attacks; (10) man in the
middle attacks. Then, an improved scheme proposed by Sood et al. [12], they claimed that, their
scheme not only inherits the merits of the scheme of Xu et al., but also avoid its discovered security
flaws.
In 2010 Song et al. [13], found that, in Xu et al.'s scheme an internal user can easily execute an
impersonation attacks by retrieving data from his own smart card. Recently, Chen et al., in [14], found
that the schemes presented by Song [13], Sood et al. [12] and Xu et al. [11] are insecure. In Song's
scheme, the secret key of the symmetric encryption operation is composed of the user identity and the
secret key of the server, both are permanent and no way to change them in the scheme, so the Adv. can
execute an offline dictionary attack on the stolen smart card to guess the user password and by pass
Song's scheme. Sood et al.'s scheme, does not provide mutual authentication between the user and the
server, this means the user will not verify the validity of the server. Chen et al. in [14], proposed a
robust smart card based remote user password authentication scheme. Li et. al [15], proposed their
scheme over Chen et.al’s scheme to overcome some flaws. In this paper ,we revisited Chen et al.'s
scheme, we found that, their scheme cannot ensure forward secrecy, unnecessary computation and
communication cost are wasted in case of incorrect password is entered. Since, the user's password
verified at the server side. Furthermore, the password change phase in their scheme is inefficient
because it requires to communicate with server. Besides, an Adv. can easily steal user identity then
perform forgery attacks. To overcome aforementioned flaws in Chen et al.'s scheme, we propose an
enhanced authentication scheme based remote user password using smart card with TRPT.
The rest of this paper is organized as follows: in Section 2, Cryptanalysis of Chen et al.'s scheme. In
section 3, the proposed scheme. In Section 4, security analysis of the proposed scheme. In Section 5,
the performance analysis of the proposed scheme. Finally, our conclusion in Section 6.
Table 1.The notations of this paper
Notation Description
U
The user
S
The authentication server
Adv.
An attacker
The identity of U
ID𝑢
Temporary password of U
𝑇𝑃𝑊𝑢
The login password of U
𝑃𝑊𝑢
x
The master secret key of S
T
The timestamp

Notation
∆𝑇
𝑝, 𝑞
𝑍𝑞
𝑍𝑞∗
𝐻 .
||

Description
The maximum transmission delay
Two large prime numbers
The ring of integers modulo q
The multiplicative group of Zq
Cryptographic one way hash function
The message concatenation operation
Secure channel
Public channel

2.Cryptanalysis of Chen et al.'s scheme
In this section, we will discuss the weaknesses and flaws of Chen et al.'s robust smart card based
remote user password authentication scheme[14]. Their scheme consist of four phases: initialization,
registration, login, authentication, and the password change activity. Figure 1. Shows the detailed steps
of Chen et al.'s scheme phases.
The notation used through this paper are described in Table 1.
2.1 Forwarding secrecy problem
In Chen et al’s scheme [14]. They claimed that, the Adv. cannot calculates any previous session key
even if the master secret key of the server 𝑥 is compromised. We analysis their scheme, we find that,
their scheme cannot really ensure perfect forward secrecy. Assume that, an Adv. has obtained the
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master secret key 𝑥 from a compromised server, and previously transmitted message
{𝐼𝐷𝑢 , 𝐷𝑖 , 𝑀𝑖 , 𝑇𝑖 } has eavesdropped. So, an Adv. can simply computes the shared session key 𝑆𝑘𝑒𝑦 =
𝐻(𝐻(𝐼𝐷𝑢 )𝑥 . 𝐷𝑖 𝑚𝑜𝑑 𝑝) = ℎ(𝐶𝑖 𝐷𝑖 𝑚𝑜𝑑 𝑝) = 𝐻 𝑊𝑖 . the Adv. performs this attack using
𝑥, 𝐼𝐷𝑢 , and𝐷𝑖 , so there is no need to find the random number 𝛼 from𝐷𝑖 = 𝐻(𝐼𝐷𝑢 )𝛼 𝑚𝑜𝑑 𝑝 .Therefore,
if the Adv. can eavesdrop the communication messages which are encrypted using session key 𝑆𝑘𝑒𝑦,
so he can really access the content of the communication messages. Hence, Chen et al’s scheme does
not securely forward secrecy.
User
Chooses 𝐼𝐷𝑢 , 𝑃𝑊𝑢

Channel
Registration request
{𝐼𝐷𝑢 , 𝑃𝑊𝑢 }

Server
Chooses ∈ 𝑍𝑞∗ , H (.).
𝐵𝑖 = 𝐻(𝐼𝐷𝑢 )(𝑥+𝑃𝑊𝑢 ) 𝑚𝑜𝑑 𝑝

Registration acknowledgement
Smart card

Smart
{ 𝐵𝑖 , 𝐻(. ), 𝑝, 𝑞 }

Inputs 𝐼𝐷𝑢 , 𝑃𝑊𝑢
Select 𝛼 ∈𝑅 𝑍𝑞∗
𝐶𝑖 = 𝐵𝑖 / 𝐻(𝐼𝐷𝑢 )𝑃𝑊𝑢 𝑚𝑜𝑑 𝑝
𝐷𝑖 = 𝐻(𝐼𝐷𝑢 )𝛼 𝑚𝑜𝑑 𝑝
𝑊𝑖 = 𝐶𝑖𝐷𝑖 𝑚𝑜𝑑 𝑝
𝑀𝑖 = 𝐻(𝐼𝐷𝑢 ||𝐶𝑖 || 𝐷𝑖 || 𝑊𝑖 || 𝑇𝑖 )

Login request

Verify 𝐼𝐷𝑢 and 𝑇𝑖
𝐶𝑖′ = 𝐻(𝐼𝐷𝑢 )𝑥 𝑚𝑜𝑑 𝑝
𝑊𝑖 ′ = 𝐶𝑖 ′ 𝐷𝑖 𝑚𝑜𝑑 𝑝
𝑀𝑖 = 𝐻(𝐼𝐷𝑢 | 𝐶𝑖′ |𝐷𝑖 | 𝑊𝑖′ |𝑇𝑖 ) ?.

Check𝐼𝐷𝑢 and𝑇𝑠
𝑀𝑠 = 𝐻(𝐼𝐷𝑢 𝑊𝑖 𝑇𝑠 ) ?.
Session key 𝑆𝑘𝑒𝑦 = 𝐻 𝑊𝑖
Figure 1. Chen et. al’s scheme

Mutual authentication
{ 𝐼𝐷𝑢 , 𝑀𝑠 , 𝑇𝑠 }

{𝐼𝐷𝑢 ,𝐷𝑖 , 𝑀𝑖 , 𝑇𝑖 }

card

𝑀𝑠 = 𝐻(𝐼𝐷𝑢 𝑊𝑖′ 𝑇𝑠 )
Session key 𝑆𝑘𝑒𝑦 = 𝐻 𝑊𝑖′

2.2 Incorrect password detection
In general, an authorized user may enters incorrect password, while he/she attempts to access a certain
online resources. Such mistake cannot detected within login phase of Chen et al’s scheme. This means
that, the smart card performs login computation and create login request message which contain
incorrect password and send it to the server, then the server will detect this wrong entered password
after doing some computations within authentication phase. This can be considered as an inherent
flaws in login and authentication phases of Chen et al’s scheme .this flaw result waste in computation
and communication cost. The details shown as follows:
Suppose that, the user U entered wrong password 𝑃𝑊𝑢∗ in the login phase, so the smart card chooses
𝛼 ∈𝑅 𝑍𝑞∗ , then computes:
∗
∗
𝐶𝑖∗ = 𝐵𝑖 / 𝐻(𝐼𝐷𝑢 )𝑃𝑊𝑢 𝑚𝑜𝑑 𝑝 = 𝐻(𝐼𝐷𝑢 )(𝑥+𝑃𝑊𝑢 −𝑃𝑊𝑢 ) 𝑚𝑜𝑑 𝑝 ,
𝐷𝑖 ∗ = 𝐻(𝐼𝐷𝑢 )𝛼 𝑚𝑜𝑑 𝑝,
∗
𝑊𝑖 ∗ = 𝐶𝑖 ∗ 𝐷𝑖 ∗ 𝑚𝑜𝑑 𝑝 = 𝐻(𝐼𝐷𝑢 )(𝑥+𝑃𝑊𝑢 −𝑃𝑊𝑢 + 𝛼) 𝑚𝑜𝑑 𝑝 ,
𝑀𝑖∗ = 𝐻(𝐼𝐷𝑢 | 𝐶𝑖∗ |𝐷𝑖∗ | 𝑊𝑖∗ |𝑇𝑖 ). Where 𝑇𝑖 is the current timestamp of U. The smart card sends the
login message {𝐼𝐷𝑢 ,𝐷𝑖∗ , 𝑀𝑖∗ , 𝑇𝑖 } to S. upon receiving login request , S checks both the format of
identity 𝐼𝐷𝑢 and the validity of 𝑇𝑖 compared to 𝑇𝑖′ ,where 𝑇𝑖′ is the current timestamp of S . Then, S
computes
𝐶𝑖′ = 𝐻(𝐼𝐷𝑢 )𝑥 𝑚𝑜𝑑 𝑝
;
𝑊𝑖 ′ = 𝐶𝑖′ 𝐷𝑖∗ 𝑚𝑜𝑑 𝑝 = 𝐻 𝐼𝐷𝑢 (𝑥+𝛼) 𝑚𝑜𝑑 𝑝
,
and
′
′
′
∗
′
∗
′
𝑀𝑖 = 𝐻(𝐼𝐷𝑢 | 𝐶𝑖 |𝐷𝑖 | 𝑊𝑖 |𝑇𝑖 ). Comparing these results show that, 𝑀𝑖 ≠ 𝑀𝑖 since𝐶𝑖 ≠ 𝐶𝑖 and𝑊𝑖 ∗ ≠
𝑊𝑖 ′ . Therefore, this login request will be rejected by S after all aforementioned computation and
communication.
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2.3. Inefficient password change activity
In Chen et al’s scheme, the remote user U need to communicates with server every time he/she wants
to change or update his/her password. Besides that, U may enters a wrong password as mentioned in
section 2.2.in this case, U performs both login and authentication phases to check the password
validity. Then, S keep rejecting login requests as wrong entered password, until U enters a valid
password. Then login request is accepted, as a correct password entered. So, U inputs his/her new
password. Then, the smart card replaces 𝐵𝑖 with 𝐵𝑖𝑛𝑒𝑤 . Such scheme cost unnecessary computations
and communications. The aforementioned, obviously show the inefficient password change activites of
Chen et al’s scheme.
3. The proposed scheme
In this section, we propose an enhanced authentication scheme based remote user password using
smart card to overcome the mentioned weaknesses of Chen et al.'s scheme. Figures 2,3 show the
summary of registration, login and authentication phases respectively of our proposed scheme. Our
enhanced scheme contain four phases as follows.
 registration phase
 login phase
 authentication phase
 password change/update phase
In the beginning, the server S chooses two large prime numbers 𝑝 and 𝑞 , where 𝑝 = 2𝑞 + 1 ; S
chooses x as a master security key where ∈ 𝑍𝑞 , x will be kept securely in S, finally S chooses a proper
cryptographic one way hash function 𝐻 . : {0,1}∗ → 𝑍𝑝∗ . The details of our scheme is as follows:
User
Secure Channel
Server
Registration request
Chooses 𝐼𝐷𝑢 ,𝑇𝑃𝑊𝑢 , 𝑏
Chooses 𝑥 ∈ 𝑍𝑞 , 𝐻(. )
𝐸𝐼𝐷𝑢 = 𝐻(𝐼𝐷𝑢 ||𝑏)
𝐼𝐷𝑠 = 𝐻(𝐸𝐼𝐷𝑢 ||𝑥),checks 𝐼𝐷𝑠
{𝐸𝐼𝐷𝑢 , 𝑇𝑃𝑊𝑢 }
𝐴𝑖
= 𝐻(𝐸𝐼𝐷𝑢 ||𝑇𝑃𝑊𝑢 )𝑇𝑃𝑊𝑢 𝑚𝑜𝑑 𝑝𝐵𝑖
= 𝐻(𝐸𝐼𝐷𝑢 )(𝑥+𝑇𝑃𝑊𝑢 ) 𝑚𝑜𝑑 𝑝
′
𝑇𝑃𝑊𝑢
Registration
𝐴𝑖 = 𝐻(𝐸𝐼𝐷𝑢 ||𝑇𝑃𝑊𝑢 )
𝑚𝑜𝑑 𝑝
Acknowledgement
Smart card
{𝐴𝑖 , 𝐵𝑖 , 𝐻 . , 𝑝, 𝑞}
=? 𝐴𝑖
Chooses 𝑃𝑊𝑢
Smart card
𝐴′′𝑖 = 𝐻(𝐸𝐼𝐷𝑢 ||𝑃𝑊𝑢 )𝑃𝑊𝑢 𝑚𝑜𝑑 𝑝
𝑃𝑊𝑢
𝐵𝑖 . 𝐻 𝐸𝐼𝐷𝑢
𝐵𝑖′ =
𝑚𝑜𝑑 𝑝
𝐻 𝐸𝐼𝐷𝑢 𝑇𝑃𝑊𝑢
Replaces 𝐴𝑖 , 𝐵𝑖 with𝐴′′𝑖 , 𝐵𝑖′
Store 𝑏 into smart-card
Figure 2. Registration phase of proposed scheme
3.1 Registration Phase
Step 1. U chooses his/her identity 𝐼𝐷𝑢 , random number b, and𝑇𝑃𝑊𝑢 , where 𝑇𝑃𝑊𝑢 is a temporary
password used only at registration phase.
Step 2. U computes:𝐸𝐼𝐷𝑢 = 𝐻(𝐼𝐷𝑢 ||𝑏) then submits both 𝐸𝐼𝐷𝑢 , and𝑇𝑃𝑊𝑢 to S via secure channel.
Step 3. S computes: 𝐼𝐷𝑠 = 𝐻(𝐸𝐼𝐷𝑢 ||𝑥) , then check 𝐼𝐷𝑠 whether it is already registered so, S requests
U to submit a new identity.
Step 4. S computes: 𝐴𝑖 = 𝐻(𝐸𝐼𝐷𝑢 ||𝑇𝑃𝑊𝑢 )𝑇𝑃𝑊𝑢 𝑚𝑜𝑑 𝑝 , 𝐵𝑖 = 𝐻(𝐸𝐼𝐷𝑢 )(𝑥+𝑇𝑃𝑊𝑢 ) 𝑚𝑜𝑑 𝑝.
Step 5. S stores {𝐴𝑖 , 𝐵𝑖 , 𝐻 . , 𝑝, 𝑞} into the smart card and issues it to U.
Step 6 U Inserts his/her smart card into the card reader, and inputs his/her 𝐼𝐷𝑢 and 𝑇𝑃𝑊𝑢 . the smart
card computes:
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𝐴′𝑖 = 𝐻(𝐸𝐼𝐷𝑢 ||𝑇𝑃𝑊𝑢 )𝑇𝑃𝑊𝑢 𝑚𝑜𝑑 𝑝 , then compare 𝐴′𝑖 with 𝐴𝑖 .if they are not match, the smart card
terminates this session. Otherwise, Uchooses fresh login password 𝑃𝑊𝑢 . Then the smart card computes:
𝐴′′𝑖 = 𝐻(𝐸𝐼𝐷𝑢 ||𝑃𝑊𝑢 )𝑃𝑊𝑢 𝑚𝑜𝑑 𝑝 ,
𝐵𝑖′ =

𝐵𝑖 .𝐻 𝐸𝐼𝐷𝑢 𝑃𝑊 𝑢
𝐻 𝐸𝐼𝐷𝑢 𝑇𝑃𝑊 𝑢

𝑚𝑜𝑑 𝑝 .

Step 7. The smart card replaces 𝐴𝑖 , 𝐵𝑖 with𝐴′′𝑖 , 𝐵𝑖′ respectively .Then the number b stored in the smart
card.
3.2 Login Phase
Step 1. U inserts his/her smart card into the smart card reader. Then inputs his/her 𝐼𝐷𝑢 ,and 𝑃𝑊𝑢 . The
smart card computes:𝐸𝐼𝐷𝑢 = 𝐻(𝐼𝐷𝑢 ||𝑏); 𝐴′𝑖 = 𝐻(𝐸𝐼𝐷𝑢 ||𝑃𝑊𝑢 )𝑃𝑊𝑢 𝑚𝑜𝑑 𝑝 , and verifies 𝐴′𝑖 =? 𝐴𝑖 , if
not equal ,the smart card terminates the session.
Step
2.
The
Smart
card
chooses
𝛼 ∈𝑅 𝑍𝑞∗
and
computes:
𝐶𝑖 = 𝐻

𝐵𝑖
𝐸𝐼𝐷𝑢 𝑃𝑊 𝑢

𝑚𝑜𝑑 𝑝 ,𝐷𝑖 = ℎ(𝐸𝐼𝐷𝑢 )𝛼 𝑚𝑜𝑑 𝑝 ,

𝑀𝑖 = 𝐻(𝐸𝐼𝐷𝑢 | 𝐶𝑖 |𝐷𝑖 ||𝑇𝑖 ), where 𝑇𝑖 is the current time of U.
Step 3. The smart card create a login request message {𝐸𝐼𝐷𝑢 , 𝐷𝑖 , 𝑀𝑖 , 𝑇𝑖 } and sends it to S.
User
Inputs𝐼𝐷𝑢 , 𝑃𝑊𝑢
𝐴′𝑖 = 𝐻(𝐻(𝐼𝐷𝑢 | 𝑏 ||𝑃𝑊𝑢 )𝑃𝑊𝑢 𝑚𝑜𝑑 𝑝
=? 𝐴𝑖
Chooses 𝛼 ∈𝑅 𝑍𝑞∗
𝐵𝑖
𝐶𝑖 =
𝑚𝑜𝑑 𝑝
𝐻 𝐸𝐼𝐷𝑢 𝑃𝑊𝑢
𝐷𝑖 = 𝐻(𝐸𝐼𝐷𝑢 )𝛼 𝑚𝑜𝑑 𝑝
𝑀𝑖 = 𝐻(𝐸𝐼𝐷𝑢 | 𝐶𝑖 |𝐷𝑖 ||𝑇𝑖 )
Verifies 𝐸𝐼𝐷𝑢 ,𝑇𝑠
𝑆𝑘𝑒𝑦 ′ = 𝑉𝑖𝛼 𝑚𝑜𝑑 𝑝
𝑀𝑠′ = 𝐻 𝐸𝐼𝐷𝑢 𝐶𝑖 𝑉𝑖 𝑆𝑘𝑒𝑦 ′ 𝑇𝑠 =? 𝑀𝑠
Shared session key
𝑆𝑘𝑒𝑦 ′ = 𝑆𝑘𝑒𝑦 = 𝐻(𝐸𝐼𝐷𝑢 )𝛼𝛽 𝑚𝑜𝑑 𝑝

Public Channel
Login request
{𝐸𝐼𝐷𝑢 , 𝐷𝑖 , 𝑀𝑖 , 𝑇𝑖 }

Server
Verifies 𝑇𝑖 , 𝐼𝐷𝑠 = 𝐻(𝐸𝐼𝐷𝑢 ||𝑥)
𝐶𝑖′ = 𝐻 𝐸𝐼𝐷𝑢 𝑥 𝑚𝑜𝑑 𝑝
𝑀𝑖′ = 𝐻(𝐸𝐼𝐷𝑢 | 𝐶𝑖′ |𝐷𝑖 | 𝑇𝑖 =? 𝑀𝑖
chooses 𝛽 ∈𝑅 𝑍𝑞∗
𝑉𝑖 = 𝐻(𝐸𝐼𝐷𝑢 )𝛽 𝑚𝑜𝑑 𝑝,
𝛽
𝑆𝑘𝑒𝑦 = 𝐷𝑖 𝑚𝑜𝑑 𝑝 ,
𝑀𝑠 = 𝐻(𝐸𝐼𝐷𝑢 | 𝐶𝑖′ |𝑉𝑖 ||𝑆𝑘𝑒𝑦||𝑇𝑠 )

Mutual
authentication
{𝐸𝐼𝐷𝑢 , 𝑉𝑖 , 𝑀𝑠 , 𝑇𝑠 }

Shared session key
𝑆𝑘𝑒𝑦 ′ = 𝑆𝑘𝑒𝑦
= 𝐻(𝐸𝐼𝐷𝑢 )𝛼𝛽 𝑚𝑜𝑑 𝑝

Figure 3. Login and authentication phases of proposed scheme
3.3 Authentication phase
Step1. Upon receiving login request message {𝐸𝐼𝐷𝑢 , 𝐷𝑖 , 𝑀𝑖 , 𝑇𝑖 } at time 𝑇𝑖′ , S validates 𝑇𝑖 ,𝑇𝑖′ − 𝑇𝑖 ≤
∆ 𝑇 . If 𝑇𝑖 is not valid, S terminates the session. Otherwise, S computes 𝐼𝐷𝑠 = 𝐻(𝐸𝐼𝐷𝑢 ||𝑥) and
checks whether 𝐼𝐷𝑠 is already registered. If 𝐼𝐷𝑠 is not exist, S terminates the session. Otherwise, S
computes: 𝐶𝑖′ = 𝐻(𝐸𝐼𝐷𝑢 )𝑥 𝑚𝑜𝑑 𝑝 ,
𝑀𝑖′ = 𝐻(𝐸𝐼𝐷𝑢 | 𝐶𝑖′ |𝐷𝑖 | 𝑇𝑖 , and verifies 𝑀𝑖′ ≠? 𝑀𝑖 ,if not equal, S terminates login attempt. Otherwise,
U is authenticated by S.
𝛽
Step 2. S chooses 𝛽 ∈𝑅 𝑍𝑞∗ and computes: 𝑉𝑖 = 𝐻(𝐸𝐼𝐷𝑢 )𝛽 𝑚𝑜𝑑 𝑝, 𝑆𝑘𝑒𝑦 = 𝐷𝑖 𝑚𝑜𝑑 𝑝 ,
𝑀𝑠 = 𝐻(𝐸𝐼𝐷𝑢 | 𝐶𝑖′ |𝑉𝑖 ||𝑆𝑘𝑒𝑦||𝑇𝑠 ) , where 𝑇𝑠 is S’s current time. S creates mutual authentication
message {𝐸𝐼𝐷𝑢 , 𝑉𝑖 , 𝑀𝑠 , 𝑇𝑠 } and sends it to U.
Step 3.upon receiving the message , smart card validate the 𝐸𝐼𝐷𝑢 and 𝑇𝑠 , 𝑇𝑠′ − 𝑇𝑠 ≤ ∆𝑇 , where 𝑇𝑠′ is
the time of receiving mutual authentication message at U side .if any or both 𝐸𝐼𝐷𝑢 and 𝑇𝑠 are not valid
so, the smart card terminates the session.
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Step 4. The Smart card computes: 𝑆𝑘𝑒𝑦 ′ = 𝑉𝑖𝛼 𝑚𝑜𝑑 𝑝 , 𝑀𝑠′ = 𝐻(𝐸𝐼𝐷𝑢 | 𝐶𝑖 |𝑉𝑖 ||𝑆𝑘𝑒𝑦 ′ ||𝑇𝑠 ) .compare
𝑀𝑠′ and𝑀𝑠 . If they are not equal, S terminates the session. On the contrary, if 𝑀𝑠′ = 𝑀𝑠 , S is
authenticated by U. Furthermore, both S and U shared an agreed session key 𝑆𝑘𝑒𝑦 = 𝑆𝑘𝑒𝑦 ′ =
𝐻(𝐸𝐼𝐷𝑢 )𝛼𝛽 𝑚𝑜𝑑 𝑝.
3.4. Password Change /Update phase
This phase is invoked on U requests to change his/her password 𝑃𝑊𝑢 with a new password 𝑃𝑊𝑢−𝑛𝑒𝑤 ,
it can be performed without need to communicate with S.
Step 1. U inserts his/her smart card into the card reader and submits 𝐼𝐷𝑢 , 𝑃𝑊𝑢 , then requests to change
password
Step 2. The smart card computes: 𝐸𝐼𝐷𝑢 = 𝐻(𝐼𝐷𝑢 ||𝑏), 𝐴′𝑖 = 𝐻(𝐸𝐼𝐷𝑢 ||𝑃𝑊𝑢 )𝑃𝑊𝑢 𝑚𝑜𝑑 𝑝 . U verifies
𝐴′𝑖 =? 𝐴𝑖 , where 𝐴𝑖 is stored in the smart card, if they are not equal, the request is rejected. On contrary,
U inputs his/her new password 𝑃𝑊𝑢−𝑛𝑒𝑤
Step 3. The smart card computes:
𝐴𝑖−𝑛𝑒𝑤 = 𝐻(𝐸𝐼𝐷𝑢 ||𝑃𝑊𝑢−𝑛𝑒𝑤 )𝑃𝑊𝑢 −𝑛𝑒𝑤 𝑚𝑜𝑑 𝑝
𝐵𝑖 . 𝐻 𝐸𝐼𝐷𝑢 𝑃𝑊𝑢 −𝑛𝑒𝑤
𝐵𝑖−𝑛𝑒𝑤 =
𝑚𝑜𝑑 𝑝
𝐻 𝐸𝐼𝐷𝑢 𝑃𝑊𝑢
Step 4. The smart card replaces 𝐴𝑖 , 𝐵𝑖 with𝐴𝑖−𝑛𝑒𝑤 , 𝐵𝑖−𝑛𝑒𝑤 respectively, which finishes the password
change.
4.Security analysis and discussion
In this section, we analyze the security of the proposed scheme. We show that, our proposed
scheme can withstand various attacks, and can overcome aforementioned weaknesses of Chen et al’
scheme.
4.1. Protects users anonymity
In our proposed scheme, the login request message {𝐸𝐼𝐷𝑢 , 𝐷𝑖 , 𝑀𝑖 , 𝑇𝑖 } and the mutual authentication
message {𝐸𝐼𝐷𝑢 , 𝑉𝑖 , 𝑀𝑠 , 𝑇𝑠 } do not include the user identity𝐼𝐷𝑢 . Instead, hashed identity 𝐸𝐼𝐷𝑢 used,
where 𝐸𝐼𝐷𝑢 = 𝐻(𝐼𝐷𝑢 ||𝑏). So, an adversary cannot map user 𝐼𝐷𝑢 to server communications. this
shows that, the proposed scheme can protect the user anonymity
4.2. Perfect forward secrecy
We suppose that, U’s previous login request message {𝐸𝐼𝐷𝑢 , 𝐷𝑖 , 𝑀𝑖 , 𝑇𝑖 } and mutual authentication
message {𝐸𝐼𝐷𝑢 , 𝑉𝑖 , 𝑀𝑠 , 𝑇𝑠 } were eavesdropped by an adversary, who attempts to get previous session
𝛽
key 𝑆𝑘𝑒𝑦 = 𝐻(𝐸𝐼𝐷𝑢 )𝛼𝛽 𝑚𝑜𝑑 𝑝 = 𝐷𝑖 𝑚𝑜𝑑 𝑝 = 𝑉𝑖𝛼 𝑚𝑜𝑑 𝑝 . an adversary either can resolve DiffieHellman problem, or has to get randomly choose integers 𝛼 and 𝛽. In fact, to compute 𝛼 from 𝐷𝑖 =
ℎ(𝐸𝐼𝐷𝑢 )𝛼 𝑚𝑜𝑑 𝑝 and 𝛽 from 𝑉𝑖 = 𝐻(𝐸𝐼𝐷𝑢 )𝛽 𝑚𝑜𝑑 𝑝 are equal to resolving the discrete logarithm
problem. Furthermore, if an adversary knows both of the master secret key x of the server S, and the
password 𝑃𝑊𝑢 of the user U, an adversary cannot derive the previous session key 𝑆𝑘𝑒𝑦 =
𝐻(𝐸𝐼𝐷𝑢 )𝛼𝛽 𝑚𝑜𝑑 𝑝. Since, there are no relation between them. So, this analysis can show that, an
adversary has no way to get previous session key 𝑆𝑘𝑒𝑦 even when login request message, mutual
authentication message ,and the master secret key x have been obtained by an adversary. Hence, our
proposed scheme can ensure perfect forward secrecy.
4.3. Resist smart card stolen attacks
In our proposed scheme, assume that, an adversary can achieve the smart card’s stored
parameters {𝐴𝑖 , 𝐵𝑖 , 𝐻 . , 𝑝, 𝑞} , and he can intercept the login request message {𝐸𝐼𝐷𝑢 , 𝐷𝑖 , 𝑀𝑖 , 𝑇𝑖 } .
However, an adversary cannot generates a valid faked login message {𝐸𝐼𝐷𝑢 , 𝐷𝑖 , 𝑀𝑖∗ , 𝑇𝑖 }. Because, there
is no way to compute secret parameter 𝐶𝑖 by using the achieved parameters. Since, it required to know
the master secret key x of the server, as follow.
𝐵𝑖
𝐶𝑖 =
𝑚𝑜𝑑 𝑝
𝐻 𝐸𝐼𝐷𝑢 𝑃𝑊𝑢
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𝐻 𝐸𝐼𝐷𝑢 𝑥+𝑃𝑊𝑢
=
𝑚𝑜𝑑 𝑝
𝐻 𝐸𝐼𝐷𝑢 𝑃𝑊𝑢
= 𝐻 𝐸𝐼𝐷𝑢 𝑥 𝑚𝑜𝑑 𝑝 .
Our proposed scheme ensure that, only authorized user with valid identity and login password can
create a valid login request message.
4.4. Efficient password change
In our proposed scheme, the user can updates his/her password efficiently after checking the validity of
the current password 𝑃𝑊𝑢 if the validity of the 𝑃𝑊𝑢 is true, the user inputs his/her new
password𝑃𝑊𝑢−𝑛𝑒𝑤 . Then, the smart card computes 𝐴𝑖−𝑛𝑒𝑤 ,𝐵𝑖−𝑛𝑒𝑤 using 𝑃𝑊𝑢−𝑛𝑒𝑤 .At the end of these
computations the smart card replaces 𝐴𝑖 ,𝐵𝑖 with 𝐴𝑖−𝑛𝑒𝑤 ,𝐵𝑖−𝑛𝑒𝑤 , respectively. We can see that,
password change activity completed at user side without need to communicate with server. Therefore,
our proposed scheme produce an efficient password change activity.
4.5. Known key security
In our proposed scheme, if the session key 𝑆𝑘𝑒𝑦 is compromised, it will not be useful to compute other
session key 𝑆𝑘𝑒𝑦 ′ since 𝛼 and 𝛽 are random variables and their values are different each new session.
Hence, our proposed scheme can provide known key security.
4.6.Forgery attacks
In our proposed scheme, an adversary cannot perform the forgery attacks, because an adversary has to
forge a login request message{𝐸𝐼𝐷𝑢 , 𝐷𝑖 , 𝑀𝑖 , 𝑇𝑖 }, which can successfully pass authentication. However,
an adversary has no way to computes 𝐶𝑖 since both password 𝑃𝑊𝑢 and parameter 𝐵𝑖 are not obtained by
an adversary. Besides, the secret key x of the server is only known to the server and it is already
protected using discrete logarithm problem. Therefore, our proposed scheme can resist forgery attacks.
4.7.Key agreement
In our proposed scheme at authentication phase, both of the user and the server shared a session key
𝑆𝑘𝑒𝑦 = 𝐻(𝐸𝐼𝐷𝑢 )𝛼𝛽 𝑚𝑜𝑑 𝑝 , where 𝛼 and 𝛽 have variable values in each session. 𝑆𝑘𝑒𝑦used to secure
transmitted data between the user and the server.
5. Performance and security requirement analysis
In this section, we evaluate the proposed scheme and compare it to the related schemes, Xu et al [11];
Sood et al [12]; Song[13]; and Chen et al [14]. The comparison of computation cost based on the time
complexity of hash function, exponential operation, and multiplication/division operation. Since the
login phase and authentication phase are required phases in each user’s login attempt, we only focus
on these two phases. Table 2. Shows the comparison results.
Table 2. Performance comparisons.
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These results show that, our proposed scheme, needs additional computation cost compared to the
mentioned schemes. However, our proposed scheme, achieve perfect forward secrecy, quickly detect
wrong entered password within login phase. Besides, login password never been exposed or
transmitted over channel. The proposed scheme can resist various attacks. Table 3. Illustrates the
functionality and the security attributes of our proposed scheme compared to the related schemes.
Table 3.Functionality and security attributes comparisons of proposed and other related
schemes
6. Conclusion
In this paper, we present an enhanced authentication scheme based remote user password using smart
card. We use TRPT (Temporary Registration Password Technique) within registration phase.The
temporary password is required to initiate registration request. Then, the user uses a fresh login
password which is neither been stored in smart cardnor transmitted over channel, to accomplish the
registration phase. In our proposed scheme, the user can change his/her login password freely without
need to communicate with server, forthwith detect wrong entered password, achieve mutual
authentication, and other security attributes are achieved as mentioned in Section 5. Moreover, our
proposed scheme overcome the weaknesses of Chen et al.'s and others related schemes, and resist
various malicious attacks. Therefore, our proposed scheme is more secure, efficient, and suitable for
practical use compared to the related schemes.
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